Secure Operation, Control and Maintenance of
Future E-enabled Airplanes

Krishna SampigethayaRadha Poovendranand Linda Bushnéll
Network Security Lab (NSL), EE Department, University of 8hington, Seattle, WA 98195, USA
YNetworked Control Systems Lab, EE Department, UniversitjVashington, Seattle, WA 98195, USA

Abstract—Commercial aviation is at the threshold of the era /A%/ &?

of the e-enabled airplangbrought about by the convergence of Airplane C
rapidly expanding world-wide data communication infrastruc- A2A

tures, network-centric information processing and commodtized Airplane B

lightweight computational hardware. With advanced avionts, A2l Ny
processing and wireless communication capabilities, theenabled o Ay/ Unmanned
airplane can revolutionize the current air transportation sys- e

tem. However, the use of unregulated information technolog i*’

and wireless technologies introduce vulnerabilities thatcan be A

exploited to provide unauthorized access to the onboard aation Ground Control System Ground Control System

information systems and impede their operation. The emergig ] ] ] ] ] ]
security threats are not covered by current aviation guidarce and Fig. 1. I_Ilustratlon of a future air transportation systemh/_\e-e_nabled air-
regulations hence, remain to be addressed. This paper prests a planes, aircraft-to-ground (A2l) & aircraft-to-aircrafbmmunications (A2A).
comprehensive survey of security of the e-enabled airplaneith

applications such as electronic distribution of loadable sftware A recent vision in commercial aviation is tieeenabled air-
and data, as well as future directions such as wireless heblt plang i.e., an aircraft that can participate as an intelligemtano
monitoring, networked control, and airborne ad hoc networks. in a global information network [5]. The e-enabled airplane

Index Terms—e-enabled airplane, loadable software, safety, iS envisioned to possess advanced avionics highly integrat

security, health management, traf ¢ control, ad hoc netwok with wireless commercial technologies for automated func-
tionalities, e.g., global positioning system for navigati6],
|. INTRODUCTION wireless sensors and Radio Frequency Identi cation (RFID)

tags for maintenance [7], [8]. Wireless access points in the
o in-aircraft network will facilitate communications between
Over the last century, aviation has evolved to become@hoard systems as well as communications with off-board
driving force for the global economy. In the year 2006, aihfrastructure of air trafc control or airlines afrcraft-to-
transportation produced an estimated 3.5 trillion dojlaegrly  jnfrastructure communications or Apland another aircraft
8% of the world gross domestic income [1]. However, aifyircraft-to-aircraft communications or A2Asee Fig. 1. Off-
traf ¢ has overwhelmingly increased over the decades, Witfie_shelf and wireless solutions can substantially rechree
number of passengers and amount of cargo transported 4 equipment maintenance overhead as well as system
World-vx{lo_le routes reachmg an u_nprecedented 4.4 bllllam_arweight [5], [9], [7]. This fact and achievable enhancements
85.6 million tons, respectively, in 2006 [2]. Crowded skieg, jnformation delivery, availability, usage and managetne
combined with factors such as changing business modgigyke the e-enabled airplane a promising, cost-effective ba
terrorist threats, environmental concerns and passeregggtsn s for improvements in ight safety, schedule predictipil

test the current capacity and capabilities of air tranggam  \5intenance and operational ef ciencies, and other areas.
systems. Consequently, today the aerospace industry is wit

nessing a revolutionary trend in commercial aviation, sBegk
technological and process innovations in aircraft desigan-

A. Overview

Latest developments strongly support the envisioned éutur
of the e-enabled airplane. For instance, next-generatom c
. _ . mercial airplanes have wireless access points for reagivin
ufacturing, operation, maintenance, and traf c managemen loadable software [10], [11] and passive RFID tags for stri

Largg-spale |n|t|at|ves_ are underwgy_ to_assured_ly Integra}naintenance data [8], [16]. Other examples in commercial
new aviation technologies into the civil airspace in thetnex

two decades, with an expected three-fold increase in aiesp aviation include the introduction of 1090 MHz Extended

capacity. In the USA, the Federal Aviation Administrati0%grilrt;eerrgizﬁaulilnrﬁ;;ﬁ;ﬁzgfggct[zsi]s?gnﬂSb r[(iz;(]jband netwatke

(FAA) is collaborating with other government agencies usd H q he hiah-level of i . ith off-th
try and academia to modernize the current National Airspace owever, due to the hig -level o integration W.'t 0 't. &
elf and wireless technologies, the e-enabled airplafoe-in

System to the Next Generation Air Transportation System . .
[3]. Another similar initiative is the Advisory Council for mation systems are not completely regula_\t_e_d nor 'S(.)Iamd fr
Aeronautics Research in Europe [4]. external network access. New vulnerabilities are intreduc _
that may open access to onboard systems and impede their
Corresponding author: R. Poovendran (e-mail: rp3@u.wagsbi.edu). operation, creating safety and airline business concerns.



TABLE |
MOST RELEVANT STANDARDS FOR THE EENABLED AIRPLANE SECURITY. EDS - HLECTRONICDISTRIBUTION OF SOFTWARE; AHM - AIRPLANE
HEALTH MANAGEMENT; ATC - AIR TRAFFICCONTROL; ADS-B - AUTOMATED DEPENDENTSURVEILLANCE BROADCAST

Application | Standard | Description
[29] Use of ethernet for in-aircraft networking
In-aircraft [28] In-aircraft network security guidelines for airlines
[30] Use of personal wireless devices onboard
EDS [13] Airplane software certi cation
[19] Signed crate format for secure EDS
AHM [31] Use of passive radio frequency identi cation tags onboaithwasswords
ATC [26] ADS-B standards & applications for traf c beacons

Current guidance for airplane airworthiness from aviatioA recent example is the Automated Dependent Surveillance
regulatory agencies, e.g., [13], do not cover emerging -seddroadcast initiative (ADS-B) [26] which can allow the e-
rity threats to the e-enabled airplane [14], [15], [16], ][10 enabled airplane to broadcast periodically (every sec@ny) [
Therefore, to ensure a safe, secure, reliable and ef ciant &s identity and accurate location information to groundh-co
transportation system with high capacity, security of the é&ollers (over A2l) as well as other airplanes (over A2A) for
enabled airplane must be addressed. An important stepdewagnhanced traf ¢ surveillance and situational awarenes}. [4
streamlining this effort is to develop a unied frameworkSection VII reviews the security of a A2A/A2l-enabled ATC.
for identi cation of security properties that the e-enable
airplane and its applications must satisfy, and for evidnat C. E-enabled Airplane Security Standards & Research
of candidate solutions. This paper provides such a framewor Table | presents some security standards for the e-enabled
focusing on three representative applications for theaifmr, airplane. An ethernet-based architecture that proteaht-i

maintenance and control of the e-enabled airplane. critical in-aircraft network systems from unauthorizedegs
is in [29]. In [28], this architecture is improved with seityr
B. E-enabled Airplane Applications mechanisms meeting airline constraints.

Electronic Distribution of Software (EDS17], [10], [18]: A well-established gui(_jance for de\_/elopm_ent of Ioada_lble
Distribution of software for airplane systems has been Vﬁi)ftware by onbogrd ngpment suppllers_ Is in [13], (_je ning
physical distribution of storage media (e.g., oppy/com’paS_Oftware safgty-cntlcahty levels baseo_l on impact ofuf@l_on
discs) and signed documents over bonded carriers. Howev@rzt jafetly, €., Iev;l A to level E W'ﬂ; redlfjcmg C:c't'cmy
compared to this legacy FAA-approved process, the eleictrofi? deve opment efiort. Moreove_r, a at_a _ormat or secure
distribution of software has advantages such as reduchﬁondésmbu_t'On _Of I(_)adable software via EDS is in [19]. Red??‘t
system weight from onboard storage media. The ERIws safety |mpI|cat|0_ns from onpoard use of persongl devices,
ground servers to deliver software and download data ovéer A29- cellular (_1eV|ces and active RFID tags, IS studied 0].[3
links from the e-enabled airplane. Aeronautical Radio Iac. F_urther, requw_emer_lts fqr safe use of passive RFID tags on
de ning standards to secure the EDS for commercial airpﬂan@'rpl"’meS are identi ed in [31], e.g., use of password-base

[19], and industrial implementations are ongoing at Boeir{?echanisms for protecting tag data. Furthermore, ATC tasks

and Airbus [11], [20]. Section V overviews the major sequrit ased on the ADS-B are presented in [32]. . :
concerns with the EDS. Research efforts have also begun, focusing on issues not

Air Health Management (AHMJ20], [9], [21]: A major addressed by the above standards. In [5], [27], [20], [28], s

goal of AHM is to improve maintenance overhead and Iifetim(éu”r:y mechanisms tlhat anl strleggthl%n the |n-a|_rcr?ft ogtw
of aircraft. In the e-enabled airplane, wireless sensois afchitecture are evaluated. n [17], [10], a security frawm

RFID can meet this goal by offering a cost-effective meams f{)o analyze a generiq EDS system is proposed. Furthe_zr, in [7],
continuously monitoring the health of structures and syste 21], secure integration of wireless sensors and RFID in AHM

Such a wireless-enabled AHM can provide timely feedback kglstgdled. Furtlt;ermdo_ref, n [18] potential |_mpda_1ct of szt;url
an onboard computer via in-aircraft communications or fe ofSo'utions on onboard information systems is discussed.
board units via A2l, enabling a paradigm shift in commercial

In this paper, we provide an extensive survey of fertile
aircraft maintenance from the xed-interval scheduledqass research areas related to the e-enabled airplane, pregenti
to an automated, real-time and proactive process [22]i@ect

state-of-the-art and identifying several open problems.
VI discusses security of a wireless-enabled AHM.

Air Traf ¢ Control (ATC) [23], [24], [25]: Recent events
have highlighted the inef ciencies and lack of fault toleca
of current ATC due to a highly centralized architecture [23
The e-enabled airplane presents several opportunitiescend
tralize ATC and share traf ¢ control tasks, such as navigati
and aircraft safe separation, with the ground controll26.[

D. Paper Outline

Section Il describes the overall system for the e-enabled
irplane. Section Il provides primitives and solutionsécure
his system. Section IV-VII detail concerns due to vulnera-
bilities in the in-aircraft network, a generic EDS system, a
wireless-enabled AHM and an e-enabled air traf c control,
respectively. Section VIII discusses the e-enabled aimpla
LAbbreviations used in the paper are in the Appendix. security challenges. Section IX concludes the paper.
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Fig. 2. An abstract model of the airplane information assktfribution system (AIADS) model in which the e-enablethbkine is operating. Dark grey
boxes indicate trusted entities, and light grey boxes mdieintrusted entities. Blue (thick) lines represent A2Aaf or in-aircraft network communications.

[I. SYSTEM MODEL OF THEE-ENABLED AIRPLANE The lower part of Fig. 2 illustrates the integration of avizn
with wireless technologies such as the global positioning
Flg 2 illustrates the considered SyStem model called Aig'ystem, Sensors, passive tagS, and 802.11 access pOMﬁB, in
plane Information Assets Distribution System (AIADS). Then-aircraft network. A2l links with the airline infrastrtre can
AIADS distributes the e-enabled airplaiformation assets pe via a broadband satellite when the airplane is in-thsair
i.e., information which is valuable for safe, reliable an@r a 802.11 link when on-the-ground [20]. Communications
pro table operation of the airplane. Based on the threeeepryith the ATC ground stations is via aeronautical protocols
sentative applications, the information assets includeldble [5] over satellite or terrestrial radio links. ADS-B proesi an
software (e.g., navigation databases, electronic ighg,baadditional Mode S radio link with the ATC centers and also
weather reports), health data (e.g., wireless sensor grithta, enables A2A links between neighboring airplanes. Curyent
diagnostics), and traf ¢ control data (e.g., trafc beasdn  ADS-B based on 1090 MHz Extended Squitter link provides
The top half of Fig. 2 shows that the e-enabled airplane hasarrow bandwidth communication range of 40 to 90 nautical
multiple entities communicating with it for each applicati miles [24]. We anticipate advances in wireless, such asl$02.
including: manufacturer, equipment suppliers, airlin@sto- will provide long-range broadband connectivity. Furttiecan
nautical and other network service providers, servicess (fbe expected that passengers will soon access services from
maintenance), ATC centers, regulatory agencies (e.g.,)FA4hird parties using cellular/broadband links [30].
and other airplanes. The primary role of a regulatory agency
is to certify the aircraft model and ensure compliance of )
entities with well-established safety guidance, e.g.t Ra A System and Trust Assumptions
airplane generic con guration for the manufacturer [28ytP  Processes at each entity in the AIADS are assumed to
121 airplane operational readiness for the airlines [28] ame operating as designed and expected. In particular, the
onboard software development practices for the supplig8s [ AIADS is assumed to be administered appropriately, e.g.,
Fig. 2 shows the ow of information assets. The responsproper assignment and management of access privileges at
bility of the AIADS for an information asset begins when theach entity, proper management and protection of passwords
asset leaves its producer until the asset reaches its aféstin cryptographic and security quantities. Each supplier is ac
The path between the producer and the destination is rdferomuntable to produce safety-assured loadable software [13
to herein as thend-to-end pathEach of the links in this path Additionally, we assume that airlines manage software con-
must ful Il the security objectives given later in Section-B.  guration of their eet reliably and correctly; includinghe



TABLE Il
p

COVERAGE OF THREATS TOAIADS ASSETS BY THE PROPOSED SECURITY REQUIREMENTS AND SOLUTIONB@HANISMS. — SATISFIED; C —
PARTIALLY SATISFIED; —NOT SATISFIED.
Requirement/Threat Asset Asset Asset Late False | Repudiation| Solution Mechanisms
Corruption | Sensitivity | Unavailability | Detection | Alarm
Integrity C Digital signature
Authenticity C C Digital certi cate
Authorization C Digital certi cate, RBAC

©

Con dentiality Public key encryption,
Symmetric key encryption
Correct & Early Detection C C Signature check at each receiver

on end-to-end path

v

Availability Redundancy storage and bandwidth;
n Fallback to legacy mechanisms, etc.

Traceability C n Tamper-proof logs, timestamps

Non-repudiation - Logging authorized actions

list of software/updates and latest software versions &mhe ight control computer, or business-critical loadable tsedre
airplane model, and that airplanes can produce a con gumatiassessed to be at levels D and E of [13], e.g., cabin light
report accurately after receiving loadable software. TRE A and in- ight entertainment systems. Malfunction of softeén

and aeronautical service providers are trusted with trafihese systems can signi cantly degrade airplane airwoets
management tasks in the airspace. The providers of A2l linked/or create unwarranted ight delays/costs as well aibleis
shared by multiple users, however, may not be considerégruptions in the operation of onboard systems, e.g.,ncabi
responsible for airplane operation. Nevertheless, nétsvare light ickering. Other examples for critical assets of the e
assumed robust against well-known denial of service ataclenabled airplane include health diagnostics which may be
manipulated to hide timely detections, and traf c beacons
which may be corrupted to engineer mid-air collisions.

The adversary can also attack the AIADS for personal gain

Today, one must assume that terrorists as well as Cr'm'na‘sfor inducing unwarranted safety concerns that causet igh

pursuing economic c_iamage are highly capable of emp_loy'ﬂglays, cancellations and/or create passenger anxietpgdur
advanced technologies for attacks on the e-enabled aﬁplaﬁ%ht, presenting additional threats to airline business.

Therefore, we consider that the objective of an adversary | %) False Alarm: Some assets can be corrupted to cause

to lower the airplane safety margins (e.g., terrorist naiton) : . .
. . o . _economic damage from misleading alarms. For example, the
and/or to induce safety concerns and disturb airline bgsine .
I o o . adversary can attempt to alter the software con guration
(e.g., motivation of sophisticated hackers or criminalamig

; . report from the airplane to create mismatches between lactua

zations). We assume that the adversary is capable of ekterna, . . o . .
. ) . . ) and intended con gurations. Similarly, health diagnostind

attacks — passive analysis or active manipulation of né¢wor .

. : : L traf c beacons may be manipulated.
traf ¢, and node impersonation — and internal (insiderhieks. : . .
For simolifvi L - . 3) Late Detection: Assets can be intentionally corrupted
or simplifying exposition, we limit adversarial attacksite : S ‘

: e that their detection is late enough for the airplane to be
only over data networks in the AIADS. Further, we note tha t of ice. F | h tion is detected
insider attacks on the e-enabled airplane can be deterred% O# ot service. dorte;amp_ e,l when C.Orrrl:p 'I?r? (|js € ect_e
enforcing legal regulations and suf ciently safeguardgdiast Idn f(_)bmt’a(rjet ret%elve a d N z;urp ane or in hea lagnsstic
with physical, logical and organizational inhibitors, cke and istributed to e_g@”” Systems. )
control. However, we consider insider threats for depth and4) Asset SensitivitySome assets may provide leverage to

completeness of our security analysis, and present sokitide adversary_ for 5|dechannel attacks (e.g., fuel I_evel)da_t
can enhance the level of protection to onboard systems. may be considered to be intellectual property with business

In what follows, we propose our framework for securing thgalue (e.9., RFID t.ag Fj_ata). ) )
e-enabled airplane. 5) Asset Unavailability:Assets can be made inaccessible,
e.g., by jamming networks to disrupt airplane applications

6) Repudiation: Any entity in the AIADS could deny
having performed security-relevant actions on assets.

B. Adversary Model Considered

[1l. SECURING THEAIADS
We rst identify the major threats to the AIADS assets.

A. Security Threats B. Basic Security Requirements

1) Asset Corruption:The adversary may attempt to alter, The AIADS needs to meet the following requirements to
insert or delete assets at any point along the end-to-erid ptotect distributed assets from the above threats.
between airplane and the source or destination of the asset) Integrity: For preventing any corruption of distributed
to present threats to airplane safety or airline business. Fassets by the adversary, the identity and content of the asse
example, some of the onboard systems contain safetyatriticeceived at the destination must be veri ed to be the same as
loadable software assessed to be at level A-C of [13], e.gt,the distribution source.



TABLE I
AIADS CONSTRAINTS ON THE EENABLED AIRPLANE AND IMPLICATIONS FOR ITS APPLICATIONS ANDSECURITY.

Constraint Implications for e-enabled Applications and Security
Airplane lifetime Long-term security solutions

Stages of airplane operation Fixed performance time constraints

Regulatory Requirements Can be incorporated with existing well-de ned regulations
Airline Business Requirements Performance overhead cost and time constraints

Airplane Legacy Systems and Processedleed for compatibility with existing onboard systems;
Can use legacy mechanism as backup

Global Scale of Traversed Path Standardization/adaptability and scalability

Ability to work of ine

2) Source Authenticity:For preventing injection of cor- 5) Legacy Systems and Processksorder to obtain return-
rupted assets by unauthorized entities, the identity oh eaof-investment from existing onboard systems and processes
entity performing an action of any asset must be veri able. new technologies must be compatible with legacy systems and

3) Authorization: The veri able identity of each entity ac- processes in commercial aviation [20].
cessing any asset, must be checked to possess the apgropridt) Global Scale of Traversed PathAn airplane may
permission and privilege. traverse multiple airports during its end-to-end ight, thwi

4) Con dentiality: Unauthorized access to sensitive asseB9ssible lack of network connectivity at any traversed @irp
must be prevented to protect intellectual property andeprey OF during ight. At each airport, the airplane can encounter
any future attacks. varying conditions such as in terms of protocol standards,

5) Correct and Early DetectionIn order to prevent unwar- S€curity technologies, export restrictions [20], and ipigt
ranted ight delays and costs, any manipulation of an asseff-board systems (e.g., airport wireless access pointaand
must be detected as soon as possible, while also eliminatliitg information systems) may communicate with the airplan
or reducing false alarms. Security solutions therefore must be adaptable and seatabl

6) Availability: Each asset must be available on time tghSure seamless air travel for the airplane. _
meet regulatory and airline needs (discussed in next sictio AS Seen in Table Ill, any solution approach for securing the

7) Traceability: All actions performed on each asset mug§-énabled airp_lane and applications, must take into a¢eben
be logged in a format and for a time period that can satisﬂpove constraints.

both regulatory and airline needs. D. A Solution Approach for AIADS

8) Non-repudiation:In order to support forensics, such as 1) U f Digital Sianat Didital sianat fitut
after occurrence of safety hazards, the traceability abast )th s¢€ (t) t'lgll a r']gn".j‘ urest 'gita S'%’?"’; gbrets gons II ute
on each asset must be undeniably associated with at Ieast% @ (N€ potential mechanisms o secure aistributed assels |

ADS. We note that the choice of using digital signatures, a

authorized entity. d to oth luti h as keved ; hichash
Table Il shows which threats can be mitigated by thgPPosed 1o other solutions such as keyed cryptographi®has

: : and virtual private networks, is made in order to additipnal
security requirements. We now present some of the majé)r

constraints of the AIADS system that can impact these 1 rovide non-repudiation and source authenticity alonghwit

quirements and potential defense mechanisms Integrity across multiple AIADS entities. A generic signed

asset from a source to a destination in the AIADS can be
of the form:

C. Relevant System Constraints asset; sighsource (h(asset): tstamp); certsource

1) Lifetime of the Airplane:Average lifetime of a typical wheresigny (:), K denote signature and public key, respec-
commercial plane, and hence of its assets, is in the oqu,r

) ) _ ely, of an entityx. h(:) is a one-way cryptographic hash
of several decades. Time-dependent security requirenfients ; a; b denotes concatenation of two stringsand b. The

the airplane assets, such as non-repudiation, must take Hjbiia| certi cate of a trusted Certi cate Authority (CA)si of
constraint into account. Further, the constraint imposes tthe form:

need for long-term security solutions. ) o )

2) Stages of Airplane OperatioriThe different phases of C€Mtsource = Signca (Source; Ksource ; CA; validity _period):
ight can be categorized into three operational stagesth&a- Assuming the CAs public key is known, the destination can
ground, takeoff/landing, and in- ight. The time period d@ usecertsouce andtstamp to verify the integrity and source
operational stage of the airplane is xed. Applications anguthenticity of the received asset. Verifying signatures a
their security mechanisms are therefore expected to fumctisoon as possible at each intermediate entity along the end-
within these time constraints. to-end path in AIADS can contribute to tlwerrect and early

3) Regulatory RequirementsAdditionally, certain manda- detectionof corrupted assets. Signatures in combination with
tory guidelines from regulatory agency must be met for theudit logs are sufcient for achievingion-repudiationand
airplane to be considered airworthy and ready for ight.  traceability.

4) Airline Business Requirement3he airline eet opera-  Later in Section VIII, we discuss the major challenges posed
tion and maintenance costs must be reduced. Therefore, agythe AIADS constraints when using digital signatures as a
security solution must minimize its overhead. solution mechanism.
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Fig. 3. An abstract model of the in-aircraft network arctitee and domains, showing logical connections betweemooents.

2) Additional Security MechanismsAll security-relevant these systems has a direct impact on ight safety. On the
actions during asset distribution as well as actions rélébe other hand, the cabin domain systems mostly support only
the associated certi cates, must dethorized e.g., using role- business critical onboard operations (e.g., cabin liglmsjin-
based access control. Further, fivaceability, all security- tenance (e.g., health monitoring) and passenger enterain
relevant actions, including unsuccessful attempts, mst functions. The passenger domain consists of wirelesstethab
timestamped and logged in tamper-proof storagailability personal electronics, such as laptops and cellular dewvicas
for the AIADS systems, especially those supporting AZlo not support any ight related function.
applications, can be achieved with host and network priotect  Attacks on the assets in the in-aircraft network can emerge
mechanisms [5]. Further, the A2A and A2l data links cafrom vulnerabilities in the passenger and cabin domain, e.g
be secured via higher layer security mechanisms, such asniBiware based attacks and signal jamming attacks by the wire
security at network layer and Secure Socket Layer at trabspless devices carried onboard [29]. A solution approach is to
layer; see [5] for a survey of potential mechanisms. secure all cross-domain communications at multiple lapgrs

Any copyrighted or sensitive asset requiriogn dentiality using suf cient physical, logical and organizational ibHors,
can be transferred over an encrypted channel, e.g., netwerd., network rewalls, routers, switches and monitoringls
layer encryption between airport access point and airglangs], [27], [28] and usage policies for wireless devices ieatr
Additionally, some communications in the AIADS may benboard. These measures along with other host based mecha-
subject to stringent delay and/or resource constraintsuélh nisms (e.g., ef cient Itering, redundant storage, tamypeoof
cases, symmetric key cryptography offers solutions, &g-, logging of security-relevant actions) ensure that the tigh
cure Socket Layer, that are more ef cient compared to thosentrol domain is operational and closed to passenger domai
based on asymmetric key cryptography [5]. as well as protected against unauthorized access/passigs-e

Table Il shows the requirements and threats satis ed Hyopping from cabin domain [20]. Similarly, cabin domain is
the solution mechanisms given above. However, as seens@tured from passenger domain.

Table I, these mechanisms may not be suf cient to fully meet Overall, such an approach has the potential to protect

the security requirements. Vulnerabilities in the disitibn of AIADS assets distributed over in-aircraft communications

AIADS assets over the in-aircraft network as well as oveflowever, threats to these assets can emerge from vulrierabil

A2I/A2A applications must be separately addressed. ties in the EDS, AHM and ATC applications of the e-enabled
airplane. We cover these threats next.

IV. SECURING THEIN-AIRCRAFT NETWORK

As illustrated in Fig. 3, based on [29] and [28], informationv' SECURING AIRPLANE LOADABLE SOFTWARE ASSETS

systems on the in-aircraft network of the e-enabled aiglan Apart from the well-established guidance in [13] to assure
can be logically separated into three domaitght control, loadable software development at suppliers, in Section llI
cabin and passengef28]. The ight control domain con- we proposed the use of digital signatures for integrity and
sists of avionics and control systems handling safetyeatit authenticity of loadable software distribution from supps

onboard operations, navigation and surveillance. Faibfre to the e-enabled airplane via the EDS. The software is nally



Fig. 4. lllustration of the AHM model considered, contaipiwireless sensors and RFID tags onboard to collect heatth aled enable automated and
real-time health monitoring. The resulting health diagimsscan be distributed to ground systems for proactive@irenaintenance.

uploaded into the onboard embedded systems by a dataledtkre metadata = ver_num;intended _dest. The version
process. Regulatory agencies mandate that this datal@ad prumber ver_num and the timestampstamp ensure that
cess is sufciently protected and controlled. For exampl@utdated software is not accepted, assuming again thadesirl
loading is only performed at speci ed times, such as when tlmeanage the con gurations of the airplanes. The intended
airplane is in maintenance mode, and by authorized persondestinatiorintended_dest in the signed metadata ensures that
using authorized equipment. During the dataload proceskyerted software is not accepted at incorrect destination
additional checks are in place to detect corrupted software

including:(i) Cyclic Redundancy Code chell the embedded B, A Major Challenge in EDS

system for detecting accidental modi cations of softwa(iy, In order to integrate the EDS with well-de ned guidelines

gnlt:(_)sr(il geneftrated CO'} ghurat|on report t(_:hedlz_h tvetntfr)w/ éithfr“t for loadable software development and dataload proceds tha
istnibuted software malches a con guration fist & " ensure airworthiness, a standardized approach is needed to

and (iit) compatibility checkof the uploaded software with identify security requirements in a systematic way. Such an

the destination hardware and software environments. Hervev, roach is proposed in [10], [17], where the Common Céiteri

the dataload process presents v_ulnerabilities that must ifé:hodology is used for security analysis of a generic EDS

addressed by separate measures in the EDS. system. Emerging as a well-known standard for information
] S system security, Common Criteria provides a framework to

A. Addressing Vulnerabilities in EDS identify threats, derive security objectives, state ségfunc-

1) Use of Onboard Software and Hardware Redundancytions, and specify an evaluation assurance level [34].

The adversary may alter or replace contents of the loadableBoth the EDS and AHM, depend on digital signatures to

software with non-arbitrary bit substitutions, making tte- protect data from the e-enabled airplane to the ground sys-

rupted software pass the error check during and loadableat tems, i.e., software con guration report and health disgiivs,

destination. Therefore, safety-critical software anddiare respectively. However, with the integration of wirelesas®'s

must incorporate redundancies, e.g., several code irefarand RFID tags in the AHM, the onboard collection of the data

executing in parallel on different system platforms on thgsed in health diagnostics is vulnerable, as seen next.

airplane, to tolerate and/or detect corrupted softwarerdier

to effectively cripple a safety-critical function in therpliane, VI. SECURING AIRPLANE HEALTH ASSETS

the representation of software must be modi ed at several po e rst describe the AHM model, and then discuss major

sitions. Whlle this increases the adversary effort, it _rrmjnrct vulnerabilities and their mitigation.

the desirable automation of onboard software maintenance.

2) Use of Metadata f_or Digital Slg_naturesLoadabIe soft-_ A Wireless-Enabled AHM Model

ware may be incompatible across different software vession™ _ _ ) _

and airplane models. The adversary can attempt to exploifig: 4 illustrates the AHM model considered in this pa-

this vulnerability and prevent or delay A2l distribution ofPer. Passive RFID tags are attached to onboard systems and

signed software updates to an airplane as well as diveAMs for storing their maintenance data. Smart sensorshwhi

signed software intended for another airplane model, tiegul POSSess a signal processing unit, memory and a wireless

in anomalies during the compatibility check. A mitigatioffommunication unit, are deployed on airplane structures an

approach is to include a metadata with the signed softwarelystems for health monitoring. These sensors may have het-
erogeneous capabilities (e.g., node transmission rangg) a

asset; metadata; signsource (N(assef); metadata; tstamp);  modalities (e.g., vibration, temperature, pressure Ejther,
certsource due to energy constraints, they form a wireless sensor mktwo



(WSN) with multi-hop routes where each sensor commungtation. Therefore, channel jamming attacks must be detect
cates directly with one-hop neighbors, i.e., nodes in ithora as soon as possible and mitigated in the WSN. A potential so-
range. To reduce the overwhelming volume of health data, Weion is in [40], where a network node adjusts its transioiss
assume in-network data aggregation in the WSN [35]. rate in order to contain jamming interference.

The aggregator nodes forward data to a base station whicl2) Secure Routing:The sensors in WSN need to route
provides this feedback to a central control unit. The feeklbatheir readings timely and reliably even under attacks. The
is nally sent to the intended airplane subsystems. The dafdSN routing protocol must be robust to jamming attacks that
collection in the WSN can be done periodically, or upomduce long and energy-inef cient routes. The routing picatl
detection of an event by one or more sensors (e.g., abnormmalst also be robust to attacks based on misleading routing
increase in structural temperature) or on demand by thea@ontmessages. For example, if geographic routing is used then by
unit (e.g., query to determine the fuel level). The airplangpoo ng location information (e.g., wormhole attack [3%)
subsystems analyze the feedback received from sensorglowc@mpromised node can modify routes at will.
by them. The analysis can lead to execution of tasks at the3) Secure Location Veri cation:Sensor readings are only
subsystems, such as notifying the pilot or triggering somsseful when associated with their physical locations [41].
onboard actuator or initiating a downlink of diagnosticslie For example, sensor data that represents a detected crack in
ground systems via A2l link. The authorized ground systentise aircraft structure will be useless if it does not include
of airlines are also capable of initiating download of hiealtphysical location for the crack. Further, network servicegh
data when their airplanes are on the ground and/or in ightas geographic routing, depend on node location information

We assume that the wireless sensors and RFID tags do pdf]. Hence, WSN nodes must be able to securely verify
degrade under the harsh ight conditions, such as extrerweation claims of their neighbors to address attacks based
hot/cold temperature and high vibrations. We also assumte thpoofed location data, e.g., the wormhole attack on gebgrap
sensors for assessing safety-critical parts are subjgutysi- routing [42], [43]. Secure location veri cation also proks
cal checks when validating airplane airworthiness; addélly another level of source authentication using the positioa o
these sensors have a backup hard-wired connection to tieéghbor to validate data received from it.
control unit to enable cross checks for verifying consisyeof At the same time, the location of some sensors that are
the generated wireless readings. Nevertheless, use dessreused for safety-critical detections may be of interest te th
channels allows an adversary to perform remote attacks thdversary for launching sidechannel attacks. Consequiém!
can manipulate avionics operation in unexpected ways. communications in the WSN must not reveal the location and

type of such sensors to unauthorized entities.
B. Use of Link Key Cryptography 4) Robustness to Sensor CaptuFor insider attacks based

. : on compromised sensors, tamper-proof sensor hardwans offe
Since we assume that sensors are energy-constrained, sym-

metric crvotoaraohy is more suited for providing intearit potential solution. However, since this solution is exgden
cryptography L P 9 IN€GNY,nd adds to avionics overhead, the design of WSN algorithms
authenticity and con dentiality of WSN communications

as ooposed to asvmmetric crvptoaraphy which is relative‘qor the above primitives must be capable of tolerating com-
PP y yptography romise of a fraction of network nodes [38].

computation and communication intensive. Further, in the
WSN, solutions based on link layer cryptography, i.e., ggn ) .
cryptographic key shared by two neighbors, are more suitddt, Addressing Vulnerabilities of RFID
when compared to end-to-end solutions [36]. Unlike the dynamic data observed by wireless sensors, the
The link keys, however, need to be established by the WSithtic nature of information stored in the passive RFID tags
nodes upon deployment. Since the topology of the WSN @mboard the aircraft may imply a false sense of security.
assumed to be pre-determined before deployment, the kégwever, with the proposed onboard use of transmitting per-
establishment problem is simplied [37], [38]. A potentialsonal electronic devices including RFID tags in the passeng
solution can be based on the tamper-resistant base statiomain [30], potential threats emerge to the integrityhant
that shares a pre-distributed pairwise key with each sengiity, con dentiality and availability of the passive RBltag
node before deployment. In such an approach, two neighporitata [44]. Attacks including spoo ng, unauthorized accasd
sensor nodes can later establish their link keys via the basssive eavesdropping of the stored data can disrupt lsssine
station. On the other hand, administration of keying materiof the data users, including the airline, servicers and lsensp
in the AHM is challenging as will be discussed later. For example, a bogus tag with a spoofed identity can prevent
However, the use of cryptography alone is insuf cient t@n expired part from timely replacement. Therefore, séguri
address vulnerabilities in the WSN and RFID [36], [39], [44]primitives such as robustness to tag impersonation, rezekac
Threats from jamming and sidechannel attacks on the netwadntrol and robustness to denial of service (e.g., the Kill
protocols translates to the following primitives. command) must be met by the RFID system [44].

C. Addressing Vulnerabilities of WSN E. Major Challenges in Wireless-Enabled AHM

1) Mitigation of Channel JammingThe adversary can, for Wireless sensors and RFID tags have unique properties
example, employ jamming attacks to block or delay safetgompared to current avionics, yet they may be subject to-simi
critical fault detections from propagating towards the ébadar high performance needs and operational processesexist



Fig. 5. [lllustration of considered ATC applications witteaabled airplanes. Circles indicate a communicating gafumdes (aircraft and ground stations).

onboard. Consequently, a number of unprecedented chalieng 5) Impact of Active RFID Tags on Airworthineshki [16],
can be anticipated while adopting these technologies adboahe certi ed use of passive-only RFID tags onboard commer-

1) Providing Power Ef cient Solutions for WSN and RFIDcial airplanes is provided. However, due to safety concerns
Tags: Wireless sensors and tags may be subject to a perioti€ use of active RFID tags still remains to be studied and
maintenance as current avionics. Assuming the maintenaf@@®roved. One of the safety concerns include the potewtial f
period can vary in the order of a few weeks to months, tiBeir electromagnetic interference with the operationight-
wireless sensors and tags must be able to operate religBljical avionics systems. Any future approval of the use of
within their energy constraints during this period. For -corgctive RFID tags onboard would however provide a stepping
serving the battery power of the WSN nodes, a balancétpne for the use of the WSN enabled AHM.
combination of sensor processing and energy-ef cient dataThe airplane together with the A2l networked ATC ground
aggregation algorithm is needed. Further, the WSN mediugantrollers and other A2A networked airplanes, becomes par
access algorithm employed must also be energy-ef cient, e.Of a large-scale decentralized control system that enables
by making nodes periodically enter sleep mode when nglobal traf c-relevant decisions (e.g., aircraft altiidontrol)
active [36]. Additionally, the solution design for the aleovat the ground as well as onboard controllers [23]. The secu-
primitives must incorporate this energy constraint, elry, fity of this control system, specically of its A2l and A2A
designing energy-ef cient secure broadcast routing [45].  communication networks, is considered next.

2) Ensuring Low End-to-End Path Latency in WSSimilar
to other onboard systems whose response is time-crittdal, i
pivotal that all detected safety-critical faults are detied in a  In this section, the ATC model considered is described,
timely manner by the WSN to the central control unit for reafollowed by the vulnerabilities that must be addressed.
time diagnosis by the airplane subsystems, and if needéxto t
ground systems for further analysis. Consequently, the WS\ E-enabled ATC Model

routing algon_thms must be designed to be en_ergy-ef cibat, Each airplane periodically broadcasts (approximatelyyeve
under a maximum end-to-end delay constraint. second) its state vector containing position, altitudeseslp
3) Providing Traceability under Data Aggregation in WSNtime and other information [48]. These beacons can be atiliz
As seen from Section IlI-B, traceability of authorized ao8 py the ground controllers and other airplanes. The enabled
taken in the AIADS is inherently important. However, us@utomated surveillance applications can be broadly ctabsi
of data aggregation obscures traceability of data in the WSEk: A2|-Out and A2/A2A-In [48]. In the A2I-Out applications
reducing, in most cases, the ability to identify the sourfc#he  the periodic beacons are utilized only by ground contrsller
false or malicious fault detection data. The data aggregatifor surveillance. In the A21/A2A-In applications, the padic
algorithm employed in the WSN must address this tradeoffheacons are also used by other airplanes to enhance pilot's
4) Accommodating WSN Membership Dynamidske situational awareness, and the ground controllers can eemm
other onboard systems, nodes in the WSN can be expectéchte traf c and weather reports to the airplanes.
to be removed or replaced over time. Consequently, the keyFig. 5 illustrates some of the applications that use net-
management scheme and policy must be capable of allowingrking and other key enablers such as conict resolution
node additions and deletions from the WSN, while alsalgorithms, to potentially optimize air travel with resp&o
ensuring secure periodic key updates in the network. time and cost (e.g., fuel expenses) [49]. Airplanes trangrs

VIl. SECURING AIRPLANE TRAFFIC ASSETS
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remote areas can engagehiree Flight i.e., each airplane can verifying position information received from airplanesi]5
self-optimize by choosing its own route, altitude, spedd, eln [51], an approach for position veri cation of airplanes i
[23]. Further, the ow of air traf c in a typically congested Free Flight is proposed. This makes use of ADS-B enabled
terminal area can also be optimized, and ground delays at thaltilateration in combination with Kalman Iter estimain
gates, taxiways and runways can be signi cantly reducedl [24f the ight trajectory based on the bearing information of
Further, multi-hop communications in airborne networks cahe source making the position claim. However, the approach
extend information reachability to airplanes in remoteaareneeds an additional dedicated omni-directional antenna on
such as oceans or mountainous regions [24]. board, to obtain the heading information.

While world-wide deployment of enabling infrastructures, On the other hand, solutions for veri cation of position
e.g., ADS-B [26], support the future of airborne ad hoc netrformation received in A2I/A2A-In applications do not eur
works in commercial and general aviation, several netwayki rently exist. The problem is made challenging due to the
and security challenges remain to be resolved. An abundamifculty of using time of arrival based multilateration ia
of literature, during the last decade, addresses the aiebomobile aircraft, as well as potential for spoo ng on the A2l
ad hoc networking issues such as the design of transmissliod from ground controller [50]. Most safety threateniritus
protocols and the impact of air traf ¢ on the network topojog ations, such as mid-air collisions, can be potentially gaitéd
(http://lwww.airborneinternet.org, [24], [25]), as welk dhe by relying on onboard Traf ¢ Collision and Alerting System
design of safety-critical airborne traf c operations suahcon- transceiver that can interrogate transceivers of neighbor
ict detection and resolution in Free Flight[23]. Howevenly airplanes [48]. However, we note that, as seen in Section
a few have addressed security vulnerabilities in surveiita VI-C.2, spoo ng can be used to delay communications over
applications of airborne ad hoc networks [50], [51]. multi-hop routes in the airborne ad hoc network, which in

Even with the use of digital signatures, the ATC informatioturn reduces information reachability and its safety bése
assets can be unintentionally corrupted or attacked due[2d]. Therefore, the design of position veri cation mecksins
inherent vulnerabilities that are presented next. for A2I/A2A-In applications is pivotal. A potential soluth
is to build on the approach in [51], and ensure that more
: - information apart from only heading, e.g., range and inéehd
B. Addressing Vulnerabilities of ATC destination, OF; the claimeryis availagble ?o the 3eri er.

1) Providing Accuracy Information in Signaturesi/hile
the accuracy of ADS-B can be signi cantly higher thc_';\_n radab A Major Challenge in ATC
making safety-critical ATC operations rely on a positioatth
is computed onboard and communicated over A2A/A21 posesEven with the increase of automation, the human-in-the-
a vulnerability. For example, an inaccurate position tkate- |0op will continue to play an important role in controlling
yond the expected error margins can disrupt con ict detecti the commercial airplane in the AIADS. However, for airplane
and resolution algorithms which compute local safe sejzarat Safety, apart from securing information assets, it is alsotpl
between airplanes [23]. to properly present delivered information to the pilot wiso i

The position, velocity and other spatial data in the beacoA8 overloaded user. With the enormous amount of information
is derived from multiple onboard sources, e.g., positigninavailable from the A2I-Out and A2I/A2A-In applications, a
altitude and heading systems. The overall accuracy of tites dmajor challenge lies in the design of a suitable interfac th
is dependent on the correctness and robustness of theseso@an provide a coherent and correct presentation to the ight
as well as security of the data transfer over in-aircrafivogk. @nd ground crew controlling the airplane [49].

Therefore, as noted in [48], the signed ATC asset must also
include the accuracy of the spatial information in order td/Ill. CHALLENGES IN E-ENABLED AIRPLANE SECURITY

establish error margins. o We present some major challenges in onboard and ground
2) Enabling Position Veri cation: A malicious adversary systems due to AIADS constraints in Section I1I-C.
can however attempt to spoof aircraft positions, i.e., nialse

position claims, to the ground controllers and airplanes. F ) o )
example, by using a compromised general aviation aircrdft Enabling the Use of Digital Signatures
equipped with ADS-B or Universal Access Transceiver or by Digital signatures require a Public Key Infrastructure (PK
using unattended ground ADS-B equipment [50], [51]. a mechanism that manages identities with associated erypto
Initial defense mechanisms have been proposed to verifyaphic keys and digital certi cates [18]. However, the wde
position information received in A21-Out applications.[B0], a PKI raises issues with the interoperability between rpldti
a solution approach is proposed that combines two multdate CAs and the standardization of certi cate policy for aviati
tions at the ground controller, one from use of Time of Arrivao enable global seamless air travel, such as establishofient
of the aircraft beacons and another from that enabled by AD&-‘bridge of trust” between unique trusted third parties and
B. This solution however, requires at least 4 ground col@rel development of a policy for various use-cases encounteyed b
to verify the 3-D position by multilateration. Thereford, ithe e-enabled airplane [11]. Moreover, as seen later in@ect
has limited applicability to Free Flight in remote areas mhe VIII-E, PKI can limit the assurance level of the AIADS.
coverage is not as dense. Another solution applicable to the-urther, over the aircraft lifetime, increase in cryptatial
terminal area is the use of secondary surveillance radar f@pabilities of the adversary can also increase the patenti
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structured solution, i.e., use of a PKI. Accordingly, thdiae
CA issuing the trusted certi cates, may be an of ine third
party vendor from which certi cates are purchased or anramli
entity that is external or internal to the airlines.
The distribution of keys and trusted certi cates to airgan
can be challenging. This distribution must be protecteleeit
by a secure online or out-of-band mechanism. A potential
solution approach is to enable onboard generation of the
airplane private key and to ensure authentic distributibn o
the corresponding certi cate request to the CA of the agtin
or authentic distribution of the airplane self-signed iceate
to all off-board components which require it for veri catiof
assets. Similarly, integrity and authenticity of trustesitic-
cates must be protected during distribution to onboardagtar
The security of the AIADS depends on the integrity and
o 6 llustat . ble intearati . ol task authenticity of trusted certi cates and the con dentiglibf
5 e uraton o 2 possile neoraton of some ol 455 private keys. However, an aifplane may interface with riet
and organizational structure of airlines. networks and the embedded systems storing airplane keys

_ o ) and certi cates may be replaced as needed over the airplane
for compromise of the signing. Hence to accordingly eloagafite cycle. These constraints require careful considerato

lifetime of AIADS asset signatures, mechanisms such @gtect the airplanes private key. Further, compromise of a
periodic key refresh, longer keys or provably secure/fodvag oyng system or an airplane's private key requires that tha

secure signature algorithms must be considered. entity's certi cates are revoked to prevent misuse of signes
in the AIADS. Consequently, the e-enabled airplane must be
B. Enabling Global Onboard Veri cation of Signatures able to validate certi cate status periodically or on dewhan

At each traversed airport, the e-enabled airplane may not _
have guaranteed network access. In the presence of netwldrkimpact of Security on Safety

connectivity, the airplane communicates with multiple-off Although existing literature such as [52], [53], [54] argue
board systems. Each access point can be shared by multiglecommonality among the safety and security disciplines,
airlines at that airport. Additionally, the airplane wikceive it remains an open problem as to how the two elds can be
software from multiple suppliers of the onboard equipmenttegrated. While indeed security affects safety, it is clear
With the use of digital signatures, this multi-domain pehl how to express the relevant security considerations and ac-
reduces to ensuring onboard validation of certi cates iresmk commodate security risks and mitigations in a safety aialys
with the asset for verifying asset signature, even in themts Security threats are not bounded and their impact can change
of networks. Potential solution approaches include theaise over time, making traditional quantitative, probabilissiafety

a PKI or pre-loaded certi cates on the airplane [18]. Howeveanalysis inapplicable for security evaluation [20]. Thenfia-

this problem is further complicated in the ATC context, dugition of guidelines for assessing safety-critical systealong

to the large number of airplanes that can be encountered\iyh their security needs would hence require approachass th

each aircraft, as well as the real-time constraints of tlgrod can integrate the typically discrete methods of securityasis
network for veri cation of the received assets. Further thinto the quantitative, probabilistic methods [10].

scalability of solutions to enable secure veri cation ofeaved

ATC assets at ground controllers can be an issue. E. High Assurance for AIADS Applications

) o For airplane safety, the threat level to AIADS assets is that

C. Impact of Key and Certi cate Management on Airlines  of jnternational terrorists, i.e., sophisticated adversaith

The introduction of certi cates and keys in onboard storagmaoderate resources who is willing to take signi cant risk
clearly affects the e-enabled airplane operator guidamce 433]. Failure from corrupted safety-critical assets, ,elgad-
levies new requirements on airlines, including the need fable software assigned Level A of [13], can be catastrophic.
a PKI [18]. Consequently, airlines may need guidance fherefore, according to [33], the integrity and authetyiof
cover emerging needs of the e-enabled airplane, such as dafety-critical assets should be guaranteed by the AIADS at
distribution and update of certi cates and keys. an evaluation assurance level of 6 [33]. However, realizing

Fig. 6 illustrates a potential allocation of anticipatecegp  this assurance level can be challenging since evaluation of
tional requirements imposed on the airlines by the e-edableommercially available PKI is currently limited to the Iéve
airplane [18]. To minimize overhead, these requiremengs d@urther, level 6 requires consideration for the use of férma
integrated into a typical infrastructure and processesatym methods to model and verify systems supporting the EDS.
airlines. Based on the approach taken by the airlines toleand Airlines business threat level, however, is that of orgediz
certi cates, there can be an ad hoc solution, i.e., use ofime, hackers, and international corporations, i.e. hisip
preloaded certi cates that do not employ a trust chain, oraated adversary with moderate resources who is willing to
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take little risk [33]. Hence, the evaluation assurancelldvis from A2l and A2A applications including EDS, AHM and
enough to evade business concerns in the AIADS [33].  ATC. In this paper, we presented a framework to evaluate

An assurance level of 6 incurs a signi cant evaluatiothe security of these applications. We summarized a secu-
effort for systems handling safety-critical assets, idolg rity evaluation methodology to integrate EDS for suppaytin
at the airlines. Therefore, an architecture-based saiuiso current and future commercial airplanes. We also consitlere
needed to reduce costs and time for evaluation of airlimenerging threats from potential use of wireless sensors and
systems. As suggested in [10], a potential solution is a twBFID tags for AHM as well as for wireless networked control
level approach where the AIADS mechanisms for the mosf airplane. Furthermore, we reviewed the security chgisn
critical security requirements, i.e., integrity, authieity and with air traf ¢ surveillance applications based on A2A/A2|
authorization for asset corruption threat in Table Il, frean data links such as 1090 MHz ADS-B, solutions to which can
evaluation assurance level of 6, while the remaining compenormously bene t future ad hoc networking of airplanes.
nents are kept at level 4. This approach enables the desigfinally, we consider this paper to be a precursor to a cyber-
of an architecture that can isolate mechanisms requirigh-hi physical system view of aviation information systems [55].
evaluation, reducing the evaluation effort at the airlines
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APPENDIX

TABLE IV
COMMON ABBREVIATIONS IN THIS PAPER

A2A Aircraft-to-Aircraft Communication

A2l Aircraft-to-Infrastructure Communication
ADS-B | Automated Dependent Surveillance Broadcast
AHM Aircraft Health Management

ATC Air Traf c Control

CA Certi cate Authority

CC Common Criteria

EDS Electronic Distribution of Loadable Software
FAA Federal Aviation Administration

PKI Public Key Infrastructure

RFID Radio Frequency Identi cation

WSN Wireless Sensor Network




