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Abstract— Wireless cyber-physical systems are vulnerable to
jamming attacks, in which an adversary broadcasts an interfer-
ing signal in the vicinity of a receiver, causing packet decoding
errors and reducing the throughput of the communication.
Reduced throughput and increased delay could violate the real-
time constraints of cyber-physical systems. In a flow redirection
attack, an adversary jams a set of network links in order
to cause network sources to divert traffic to links that are
controlled by the adversary, enabling higher-layer attacks. In
this paper, we introduce a passivity approach for modeling the
flow redirection attack. Using our approach, we identify a class
of dynamic jamming strategies for flow redirection, in which
the adversary updates the probability of jamming based on the
rate of flow traversing the link. We provide sufficient conditions
for feasibility of the jamming strategies for energy-constrained
adversaries, and develop an efficient algorithm for deriving an
optimal jamming strategy for a given network and desired flow
allocation. Our results are illustrated via a numerical study.

I. INTRODUCTION

Cyber-physical systems (CPS), including wide-area mon-

itoring in the smart grid, require real-time information ex-

change between distributed components [1]. This information

exchange is increasingly provided by wireless networks. The

use of a shared medium, however, leaves wireless networks

vulnerable to medium-exploiting attacks. In a jamming attack

[2], an adversary broadcasts an interfering signal in the

vicinity of a receiver, thus preventing transmitted packets

from being correctly decoded. All network flows traversing a

jammed link will experience lower throughput and increased

end-to-end latency.

Network sources respond to increases in latency by re-

allocating flows to lower-latency paths [3]. This approach

mitigates the attack by leveraging the spatial diversity pro-

vided by multiple disjoint paths. Intelligent adversaries may

exploit this behavior, however, by jamming specific links in

order to redirect traffic to nodes that collude with, or have

been compromised by, an adversary [4], [5]. Once a sufficient

amount of network flow traverses these compromised or

colluding nodes, an adversary can mount effective, stealthy

attacks on higher-layer services, including man-in-the-middle

attacks [5], [6] that can violate the real-time constraints
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of cyber-physical systems [7]. We denote this as the flow-

redirecting jamming attack.

Current models for the impact of jamming focus on

jamming individual links [2], [8], while network flow redi-

rection affects the overall end-to-end performance of source-

destination pairs. Existing work on flow jamming considers

an adversary whose main goal is to reduce throughput and

increase delay [9], as opposed to redirecting network flows

towards compromised links.

In this paper, we develop a control-theoretic approach

for modeling flow-redirecting jamming attacks on wireless

networks. In our approach, from the adversary’s perspective,

the flow allocation by the network sources is modeled as a

plant, while jamming at targeted network links acts as a con-

trol input. We formulate the adversary’s goal of redirecting

network flows to compromised links as introducing a control

input to steer the system towards a desired equilibrium state,

which represents a flow allocation where a desired rate of

flow traverses compromised links. Modeling flow-redirection

in a control-theoretic language enables integration of the

attack into models of cyber-physical systems.

Developing a jamming strategy for flow redirection attacks

poses two challenges. First, the network flow allocation by

the sources in response to changes in network delays exhibits

nonlinear dynamics [3]. Second, the feasible jamming strate-

gies are limited by the power constraints of the adversary.

In order to resolve these challenges, we introduce

passivity-based dynamic jamming strategies in which the ad-

versary updates the jamming probability based on the rate of

flow traversing each link. We show that our passivity-based

jamming strategies guarantee convergence to the adversary’s

desired network flow under nonlinear flow allocation dy-

namics. We identify a class of physically relevant jamming

strategies that can be represented as passive dynamical

systems.

We formulate the optimal jamming strategy as the solution

to a convex optimization problem. The power limitations

of the adversary are mapped to constraints on the feasible

jamming strategy. We prove that, if there exists a jamming

strategy that satisfies a given power constraint and achieves

a desired flow allocation, then a passivity-based jamming

strategy can be constructed with the same power constraint,

implying that the passivity-based approach is optimal in

terms of power consumption. Our approach is illustrated

through a numerical study.

The paper is organized as follows. Section III describes the

network and adversary models, and gives needed background

on passivity. Section IV presents a problem formulation for
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the flow redirection attack. Section V contains our passivity-

based approach to redirecting the flow to a desired operating

point via jamming. Section VI includes our numerical results.

Section VII concludes the paper.

II. RELATED WORK

Jamming attacks and mitigation strategies have been stud-

ied in both security and control research communities [5],

[10]. Impact of jamming at the physical layer in terms

of bit error rate has been studied in [2], and analysis of

jamming impact on higher layers including media access

control (MAC) and network layers has been studied in [5],

[9]. Existing jamming mitigation strategies are diversity-

based mechanisms that utilize either the channel diversity in

the frequency domain [2] or spatial diversity in the network

[9].

In existing works, the goal of a jamming attack is to min-

imize the network throughput subject to power constraints,

and efficient jamming mechanisms have been studied in the

optimization framework in [9]. The feasibility of jamming

attack to redirect the network flow into adversarial region,

thus exposing the redirected traffic to higher-layer attacks,

have been introduced in [4], [5], [6]. Currently, however,

there exists no analytical framework to study the feasibility

and efficient jamming strategies for the flow redirection

attacks.

Control and game theory have been used to study the im-

pact of jamming on cyber-physical systems in [10], [11], [12]

where the impact of jamming is modeled as unavailability

of sensor measurements or control packets.

Passivity-based approaches for rate allocation [13] and

control of networked CPS [14] have been proposed in the

absence of security threats. In [15], a passivity framework

was used to study the impact of wormhole attacks on network

flows. The impact of jamming, however, was not considered.

III. MODEL AND PRELIMINARIES

In this section, we present the network and adversary

models, as well as background on passivity.

A. Network Model

We consider a network with n source-destination pairs,

indexed in the set {s1, . . . , sn}. The set of network links is

denoted L, with |L| = L. Each link l ∈ L has a capacity cl.

Each source si has a set of paths Pi; we let P =
⋃n

i=1 Pi,

and mi = |Pi|, with m =
∑

i mi. We define the n × m

path matrix H by Hip = 1 if path p is used by source i and

Hip = 0 otherwise. The L×m routing matrix A is defined

by Alp = 1 if link l belongs to path p and 0 otherwise. We let

xp(t) denote the flow allocated to path p at time t, and x(t)
denote the vector of flow allocations. Each source si chooses

xp(t) for all p ∈ Pi at each time t. The vector z = Ax is

the vector of flows allocated to each link, where zl is the

flow allocated to link l. The vector y = Hx is the total flow

allocated to all sources. The link capacity constraints imply

that z = Ax ≤ c.

The limited capacities of the links leads to delays. For

each link l, the function σl : R → R is defined such that

σl(zl) is equal to the delay experienced on link l when the

flow rate is equal to zl. The delay function considered in this

work is given as [3]

σl(zl) =

(

zl

cl

)β

(1)

where β > 1.

B. Adversary Model

The network is assumed to be attacked by one or more

distributed, coordinating jammers. Each jammer can eaves-

drop on a link until a packet is observed and then broadcast

an interfering signal in order to prevent the packet from

being decoded (reactive jammer [2]). We assume that the

interfering signal has sufficient power to cause the packet

to be jammed with probability 1. The adversary is assumed

to have knowledge of the network topology, link capacities,

and flow rates allocated to each link. Furthermore, the flow

allocation algorithms of the sources are assumed to be known

by the adversary, so that the adversary can predict how the

sources will react to a jamming attack.

The adversary is assumed to be power-constrained, with

total power budget Pj and cost αl to jam one bit of flow on

link l. The cost αl is determined by the adversary’s distance

to the receiver, the path-loss of the environment, and the anti-

jamming mechanisms employed by the nodes comprising the

link. Letting vl denote the number of times that each packet

is jammed on link l (due to retransmissions), the adversary’s

power constraint is modeled as the inequality
∑

l∈L
αlvlzl ≤

Pj .

The adversary is assumed to control a subset of links L′ ⊆
L. A link is controlled by the adversary if one or both of

the nodes comprising the links has been compromised by or

colludes with the adversary. The goal of the adversary is to

redirect the network flows to links in L′, in order to mount

higher-layer attacks [6], [16].

C. Background on Passivity

In this section, we give relevant background on passive

systems. The definitions and lemmas below can be found in

[17]. We first define passivity for a state-space model of the

form

(Σ)

{

ẋ(t) = f(x(t), u(t))
y(t) = g(x(t), u(t))

Definition 1: ([18]) The state space model (Σ) is passive

if there exists a C1 storage function V such that, for any

state x, V̇ (x) ≤ −S(x)+u(t)T y(t), where S(x) is a positive

semidefinite function.

A system is strictly passive if the function S(x) in

Definition 1 is positive definite. The following lemma gives

composition rules for passive systems.

Lemma 1: ([18]) A parallel interconnection of two passive

systems (H1) and (H2) is passive. In addition, a negative

feedback interconnection of (H1) and (H2) is passive.

Stability analysis via passivity is enabled by the following.
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Lemma 2: ([18]) A negative feedback interconnection of

a strictly passive system and a passive system is globally

asymptotically stable.

IV. CONTROL-THEORETIC FRAMEWORK FOR FLOW

REDIRECTION

We assume that each source si has an associated utility

function Usi(ysi) which is concave and monotonically in-

creasing in ysi , the total transmission rate of si. Each source

si observes the end-to-end path delay of path ri ∈ Pi and

updates flow rate per each path via the following dynamics

ẋri =

(

U
′

si
(ysi)−

∑

l∈ri

σl(zl, vl)

)xri

+

(2)

where

(f(x))
xri

+ =

{

0, xri = 0 and f(x) < 0
f(x), else

Eq. (2) can be interpreted as a gradient ascent, where each

source aims to maximize the utility function Usi subject to

the capacity constraint of each link l. It was shown in [3]

that under the flow allocation dynamics (2), x(t) converges

to the solution of an optimization problem

max

n
∑

i=1

Usi(ysi)−
∑

l

∫ zl

0

σl(τ)dτ

subject to y = Ax, z = Hx

The impact of jamming on each link l is modeled as a

reduction in capacity cl, and the resulting increase of delay

at link l. We assume that the delay at link l is written as

σl(zl, vl) =

(

zl

cl

)β

(vl + 1)

In the absence of any jamming at link l (vl = 0), the delay

function reduces to σl(zl).
The impact of jamming on flow allocation dynamics can

be written as the following. For each route ri,

ẋri =

(

U
′

si
(ysi)−

∑

l∈ri

σl(zl) +
∑

l∈ri

σl(zl)−
∑

l∈ri

σl(zl, vl)

)xri

+

The flow allocation dynamics can be simplified to

ẋri =

(

U
′

si
(ysi)−

∑

l∈ri

σl(zl) +
∑

l∈ri

σl(zl)(vl)

)xri

+

The vl can be interpreted as the adversarial control exerted

by jammers at link l, and we define the parameter ul = vl.

From the adversary’s perspective, the flow allocation can be

viewed as a state-space system defined by

(Σ)

{

ẋ(t) = f(x(t)) + g(x(t))u(t)
y(t) = x(t)

(3)

The goal of the jammer is to choose the signal u(t) in order

to stabilize the system at the flow allocation x∗.

A AT + + 

Flow allocation 

Congestion delay 

Jamming delay 

Fig. 1. Decomposition of network flow dynamics under jamming attack
into flow allocation, congestion delay, and jamming delay components.
The decomposition enables passivity-based design of the optimal jamming
strategy.

V. PASSIVITY APPROACH TO OPTIMAL JAMMING

STRATEGY

In this section, we present a passivity-based approach for

optimal jamming by the adversary. The goal of the adversary

is to introduce a control input u(t) that drives the network

flow rates to the adversary’s desired allocation x∗, while

satisfying the adversary’s power constraints at each time t. In

Section V-A, we present a decomposition of the network flow

allocation and link delay dynamics, and prove the passivity

properties of each component of the decomposed model.

In Section V-B, we formulate a passivity-based jamming

strategy of the adversary and prove that this jamming strategy

drives the flow allocation to the desired equilibrium point.

Section V-C incorporates the adversary’s power constraint

into our framework by presenting an efficient approach to

designing a jamming strategy that guarantees the desired

equilibrium point while satisfying the adversary’s power

constraints.

A. Decomposition of Flow Allocation and Jamming

We decompose the dynamical system of (3) into three

components, the flow allocation, congestion delay, and jam-

ming delay (Figure 1). The flow allocation component con-

tains the flow allocation by the network sources, with state

variables xi,j(t) representing the rate of flow allocated by

sources si to path pj ∈ Pi. It takes as input the total

delay qi,j on each path, and has state dynamics ẋi,j(t) =
[U ′(1Txi) − qi,j ]

+
xi,j

as in Section IV. The output of the

flow allocation is the rate of change of the flow allocation,

ẋi,j(t). This output is multiplied by the routing matrix A to

yield the rate of change of the flow allocation on each link,

w̃l(t) , żl(t). The signal w̃l(t) acts as input to the remaining

components.

The second component consists of the delays due to

congestion, and takes as input the rate of change in the flow

allocation at each link, w̃l(t). The state is equal to the flow

allocated to the link, zl(t), and hence the state is equal to

the integral of the input. Since the delay is an increasing

function σl of the incoming flow rate, the delay dynamics

are given by pl(t) = σl(zl(t)).
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The final component consists of the delays due to jamming

by the adversary. In its most general form, the adversary’s

jamming strategy has an internal state ξl(t) for each link,

with dynamics ξ̇l(t) = fj,l(ξl(t), w̃l(t)). The output is the

additional delay in link l due to jamming, denoted ul(t),
which is a function of the current state ξl(t) and the input

w̃l(t).

B. Passivity-Based Jamming Strategy

We now describe the passivity-based approach to design-

ing the jamming strategy. Since the goal of the adversary’s

strategy is to drive the flow allocation to a desired point x∗,

we first introduce a sufficient condition for x∗ to be a fixed

point of the dynamics (Σ) in Figure 1.

Lemma 3: Let ξ∗ satisfy fj,l(ξl, 0) = 0 for all l ∈ L, and

define u∗ = gj(ξ
∗), p∗l = σl(z

∗
l ), p

∗ = {p∗l : l ∈ L}, and

q∗ = AT (p∗ + u∗). If U ′
i(1

Tx∗
i ) = q∗ij for all i = 1, . . . , n

and j = 1, . . . ,mi, then (x∗, ξ∗) is an equilibrium point of

the dynamics in Figure 1.

Proof: It suffices to show that all of the state variables

of Figure 1 achieve equilibrium at the point (x∗, ξ∗). By

assumption, U ′
i(1

Tx∗
i ) = q∗ij for all i = 1, . . . , n and j =

1, . . . ,mi, and hence ẋi,j = 0 for all i = 1, . . . , n and j =
1, . . . ,mi. Since ω̃l(t) = Aẋ(t) = 0, żl(t) = 0 for all l ∈ L,

and hence zl reaches a fixed point. Finally, since fj,l(ξ
∗
l , 0) =

0 for all l ∈ L, the state ξ(t) is in equilibrium as well.

Let q∗ be the vector of path costs satisfying q∗ij =
U ′
i(1

Tx∗
i ) for all i = 1, . . . , n, j = 1, . . . ,mi. The follow-

ing theorem defines a class of jamming strategies that are

guaranteed to converge to the desired state x∗.

Theorem 1: Define a jamming strategy by fj,l(ξl, w̃l) =
w̃l. Choose gj,l(ξl) = σ̃l(ξl) − σl(ξl), where σ̃l is an

increasing function satisfying σ̃l(z
∗
l ) = u∗

l and u∗ satisfies

AT (u∗ + p∗) = q∗. Then limt→∞ x(t) = x∗.

Proof: By Lemma 3, x∗ is an equilibrium point. The

remainder of the proof is in two parts. We first show that,

for appropriate choice of input and output, each of the three

blocks in Figure 1 is a passive dynamical system. We then

leverage the fact that a negative feedback interconnection of

passive systems is globally asymptotically stable to prove

that the system converges to the equilibrium x∗.

Consider the component (H1). We show that (H1) is

passive from input −(q− q∗) to output w. Defining

V1(x) =
n
∑

i=1

(Ui(1
Tx∗

i )− Ui(1
Txi)) + (q∗)T (x− x∗),

we have

V̇1 = −

(

n
∑

i=1

U ′
i(1

Txi)

)T

ẋi + (q∗)Tx

= −

(

n
∑

i=1

U ′
i(1

Txi)ẋi

)

+ qT ẋ+ (q∗ − q)T ẋ

= −||ẋ||22 + (q− q∗)T ẋ ≤ −(q− q∗)T ẋ

implying passivity of (H1).

We now show that the bottom two blocks can be viewed

jointly as a passive system with input w̃ and output (p +
u− p∗ − u∗). Define a storage function equal to

V2(z, ξ) =
∑

l∈L

∫ zl−z∗

l

0

σ̃l(τl + z∗l )− σ̃l(z
∗
l ) dτl.

We then have

V̇2(z, ξ) =
∑

l∈L

(σ̃l(zl)− σ̃l(z
∗
l ))w̃l

=
∑

l∈L

(σl(zl) + gj,l(ξl)− σl(z
∗
l )− gj,l(ξ

∗
l ))w̃l

= w̃T (p+ u− p∗ − u∗)

establishing passivity of the joint dynamics of (H2) and

(H3).
Hence, under these jamming dynamics, the overall system

(3) illustrated in Figure 1 can be viewed as a negative

feedback interconnection of passive systems, and hence is

globally asymptotically stable, with equilibrium point x∗.

Theorem 1 provides a simple jamming strategy in which

the adversary’s control input at each link is an increasing

function of the flow traversing the link. The jammer dynam-

ics are sufficient to guarantee that the network flow reaches

the desired allocation x∗. The theorem, however, does not

incorporate the power constraints of the adversary, and hence

may provide an infeasible jamming strategy. In the following

section, we present an approach to selecting the function σ̃(·)
in order to satisfy the resource constraints of the adversary.

C. Incorporating Power Constraint of Adversary

When constructing the adversary’s jamming strategy σ̃l,

we first observe that the function must be increasing in zl.

The next requirement is that the point x∗ is an equilibrium.

Define σ̃∗ = {σ̃
(ml)
l : l ∈ L}. The equilibrium requirement

can then be stated as q∗ = AT σ̃∗, where q∗ is defined as in

Theorem 1.

The final requirement is the power constraint. As described

in Section III-B, the adversary’s power constraint is given by
∑

l∈L

αlvl(zl)zl ≤ Pj , (4)

where αl is the cost to jam each packet, vl is the expected

number of times to jam each packet, and zl is the rate of flow

traversing link l. In order to ensure feasibility of the jamming

strategy, we require that this constraint is satisfied for each

feasible flow allocation, i.e., each z satisfying z = Ax and

z ≤ c. The following theorem defines a construction for the

functions σ̃l that guarantees that all of the constraints are

satisfied.

Theorem 2: Suppose that there exists σ̃∗ such that

AT σ̃∗ = q∗, σ̃∗
l ≥ σl(z

∗
l ), and

∑

l∈L

(

(

cl

z∗l

)β

σ̃∗
l − 1

)

αlzl < Pj . (5)

Then there exists a set of functions {σl : l ∈ L} that satisfies

the conditions of Theorem 1 and the power constraint (4).

4713



Proof: We prove that a function exists of the form

σ̃l(zl) =







σl(zl), zl ∈ [0, z∗l − ǫ)
σ̃∗

l −σl(z
∗

l −ǫ)
ǫ

(σl − σ∗
l ) + σ̃∗

l , zl ∈ [z∗l − ǫ, z∗l ]
max {σl(zl), σ̃

∗
l + ǫ(zl − z∗l )},zl ∈ (z∗l ,∞)

(6)

for some ǫ > 0. We observe that the function σ̃l is increasing

as a function of zl for all l ∈ L. By construction, σ̃l(z
∗
l ) = σ̃∗

l

for all l ∈ L and AT σ̃∗ = q∗. Hence, the conditions of

Theorem 1 are satisfied and convergence to the desired flow

allocation x∗ is guaranteed. It suffices to prove that the power

constraints are satisfied.

Our approach is to bound αlvl(zl)zl on each link for all

zl ∈ [0, cl]. First, suppose that zl ∈ [0, z∗l − ǫ). We have

σ̃l(zl) = σl(zl), and hence vl(zl) = 0.

Now, suppose that zl ∈ [z∗l − ǫ, z∗l ]. Define

Rl(ǫ) = sup {αlvl(zl)zl : zl ∈ [z∗l − ǫ, z∗l ]}.

The function Rl(ǫ) is continuous as a function of ǫ and

satisfies

lim
ǫ→0

Rl(ǫ) =

(

(

cl

z∗l

)β

σ̃∗
l − 1

)

αlz
∗
l .

Defining δ as

δ ,

Pj −
∑

l∈L

(

(

cl
z∗

l

)β

σ̃∗
l − 1

)

αlz
∗
l

L
> 0,

we can choose ǫ sufficiently small such that

Rl(ǫ) <
∑

l∈L

(

(

cl

z∗l

)β

σ̃∗
l − 1

)

αlz
∗
l + δ

for all l ∈ L.

Finally, if zl > z∗l , we have two cases. If σl(zl) > σ̃∗
l +

ǫ(zl − z∗l ), then vl = 0. Otherwise,

vl =

(

cl

zl

)β

(σ̃∗
l + ǫ(zl − z∗l ))− 1

and

αlvlzl =
(

c
β
l z

(1−β)
l (σ̃∗

l + ǫ(zl − z∗l ))− zl

)

αl.

Dividing by αl and differentiating with respect to zl yields

cl(1− β)z−β
l (σ̃∗

l + ǫ(zl − z∗l )) + c
β
l z

(1−β)
l ǫ− 1. (7)

When ǫ = 0, Eq. (7) is equal to cl(1− β)z−βσ̃∗
l − 1, which

is negative since β > 1. Hence ǫ can be chosen sufficiently

small such that Eq. (7) is negative for all zl ≤ cl. This

analysis implies that αlvl(zl)zl is a decreasing function of

zl when zl > z∗l and ǫ is chosen appropriately.

Taking these conditions together, we have that (4) holds

for all z ≤ c, and hence for all feasible flow allocations,

completing the proof.

Theorem 2 provides a jamming strategy (6) that can be

interpreted as not jamming until the flow rate zl exceeds the

desired flow rate z∗l , and then jamming at the equilibrium

rate determined by σ̃∗
l . Since there may be multiple feasible

jamming strategies σ̃∗, we formulate the problem of select-

ing the minimum-energy jamming strategy as

minimize
∑

l∈L

(

(

cl
z∗

l

)β

σ̃∗
l − 1

)

αlz
∗
l

σ̃∗

s.t. AT σ̃∗ = q∗

σ̃∗
l ≥ σl(z

∗
l ) ∀l ∈ L

(8)

Eq. (8) defines a linear program in σ̃∗, and hence can be

solved in polynomial time. If the solution of (8) satisfies (5),

then redirecting the network flow to allocation x∗ is feasible.

In fact, a converse result can also be shown, implying

that any feasible flow allocation can be achieved using the

passivity-based approach.

Proposition 1: Suppose that

∑

l∈L

(

(

cl

z∗l

)β

σ̃∗
l − 1

)

αlz
∗
l (9)

for any σ̃∗ satisfying the constraints of (8). Then there is

no energy-feasible jamming strategy that guarantees global

asymptotic stability of x∗.

Proof: Let ξ̇j,l(t) = fj,l(ξj,l(t), w̃l(t)) and uj,l(t) =
gj,l(ξj,l(t)) define a jamming strategy that guarantees global

asymptotic stability of x∗. Since x∗ is globally asymptoti-

cally stable, limt→∞ ||ẋ(t)|| = 0 and

lim
t→∞

||U ′(x(t)) − q(t)|| = 0.

Furthermore, since limt→∞ x(t) = x∗ and U ′(1Tx∗) = q∗,

we have that limt→∞ ||q∗ − q(t)|| = 0.

Since q(t) = AT (p(t) + u(t)), there exists σ̃∗ such that

AT σ̃∗ = q∗, σ̃∗
l ≥ σl(z

∗
l ), and ||p(t) + u(t)− σ̃∗|| < ǫ for

any ǫ > 0 and t sufficiently large. Eq. (9) then implies that,

for t sufficiently large,
∑

l∈L
vl(t)zl(t)αl > Pj , and hence

the jamming strategy violates the power constraint and is

infeasible.

Proposition 1 implies that, if there exists a feasible jam-

ming strategy of any type that guarantee convergence to a de-

sired equilibrium point x∗, then there exists a passivity-based

jamming strategy of the form described in Theorems 1 and 2

that guarantees convergence to the desired equilibrium point.

Equivalently, Proposition 1 implies that the passivity-based

jamming strategies are optimal from a power consumption

perspective.

VI. NUMERICAL STUDY

We evaluated our approach through a Matlab numerical

study. We considered two networks of 200 nodes, one

deployed uniformly at random over a square area of width

1200 meters, and the other network deployed non-uniformly

such that the average position of each node is at (500, 500)
instead of (600, 600). A link was created between two nodes

if and only if they were within 300 meters of each other.

Three source-destination pairs were selected. Three disjoint

paths were chosen for each source-destination pair. Each link

was assumed to have unit capacity. Nodes were assumed to

have logarithmic utility function, so that Usi(yi) = log yi
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Fig. 2. A numerical study of flow redirection attacks via jamming on network with 200 nodes deployed uniformly at random over a square area of
width 1200 meters. Links were created between nodes within 300 meters of each other. Three source-destination pairs with three disjoint paths each were
considered. The goal of the jammer was to cause a fraction γ = 0.2 of flow to traverse compromised links. (a) Rate of flow allocated to each of the three
disjoint paths by source 1 over time. Due to jamming, the rate of flow allocated to paths 1 and 3 decreases, causing more flow to be allocated to path 2,
which contains compromised links.(b) Rate of flow allocated to each of the three disjoint paths by source 1 over time in the non-uniform deployment case.
In this case, path 3 contained compromised links, and flow increases to path 3 due to jamming on paths 1 and 2. This again resulted in γ = 0.2 fraction
of total flow rate being allocated to path 3. (c) Power consumption of the jammer over time. In order to conserve power, the passivity-based jamming
strategy only jams packets when the rate over a link exceeds a certain threshold, resulting in oscillations in the jamming power.

for each node i. The cost function for each link l ∈ L was

chosen as σl(zl) =
(

zl
cl

)β

.

The number of jammers was equal to 3 and locations

of jammers were placed uniformly at random. The power

required to jam a link was given by the path-loss model

||pj − pr||
α, where pj is the position of the jammer and pr

is the position of the receiver. Each link was assumed to be

compromised by the adversary with probability 0.15. In our

study, the goal of the jammer was to ensure that at least

fraction γ = 0.2 of flow traversed the compromised links. A

candidate flow allocation of this type was chosen by solving

the convex program

minimize 1Tq

q,x,y, z

qp = qp′ ∀p, p′ ∈ Pi

z = Ax, z ≤ c

y = Hx

U ′
i(yi) ≤ qp ∀p ∈ Pi

qp ≥
∑

l∈p σl(zl)

(10)

In this formulation, the constraints qp = qp′ for all paths

p assigned to a given node were chosen so that q could

define an equilibrium point of the source rate allocation

dynamics. The constraint z ≤ c ensured that the chosen

rate satisfied the capacity constraint, while the constraint

U ′
i(yi) ≤ qp was chosen as a relaxation of the equilibrium

equation U ′
i(yi) = qp. The constraint qp ≥

∑

l∈p σl(zl)
ensured that the price due to jamming at the equilibrium was

greater than the price without jamming. Finally, minimizing

over 1Tq ensured that the program chose q as small as

possible, making the constraint qp ≥ U ′
si
(yi) tight. Since

this program was used as a heuristic, we manually verified

that the points x were valid equilibria of the flow allocation

dynamics.

The goal of our simulation was to observe the impact of

the jamming attack on the network flow allocation, and in

particular observe the time required for the passivity-based

jamming strategy to cause convergence to the adversary’s de-

sired allocation. We also investigated the temporal dynamics

of the jamming power.

Figure 2(a) shows the temporal progression of the flow rate

on each path for source 1. In this case, source 1 maintained

three disjoint paths to the destination. Paths 1 and 3 contained

only non-compromised links, while path 2 contained one

compromised link. Over time, the fraction of flow allocated

to paths 1 and 3 is reduced, as the adversary jams those

paths in order to ensure that additional packets traverse the

compromised path 2.

Figure 2(b) shows the temporal progression of the flow

rate in the non-uniform network case. In this case, path

3 contained compromised links, and jammers were able to

redirect the flow to the compromised path by jamming paths

1 and 2. However, because the network was clustered around

upper-left corner of the deployed area, the average distances

between jammers links increased compared to the uniform

deployment case. It was numerically verified that the total

power budget Pj required to redirect the flow increases

compared to uniform deployment case on average.

The jamming power required to achieve this outcome is

illustrated in Figure 2(c). The adversary expends jamming

power on links that have not been compromised. When

the flow traversing a non-compromised link l exceeds the

adversary’s desired flow rate z∗l , the adversary increases

the probability of jamming, and hence the average jamming

power. These increases in power are represented by the peaks

in Figure 2(b). When the flow is reduced below the level z∗l ,

the adversary reduces the jamming probability, causing the

local minima in Figure 2(b).

VII. CONCLUSIONS

We considered flow redirection attacks on wireless net-

works, in which an adversary jams a set of communication

links in order to redirect network flow towards compromised

links. The redirected flows are then exposed to higher-layer

4715



man-in-the-middle attacks. We studied the problem from the

adversary’s perspective, and formulated the flow redirection

within a control-theoretic framework. In this framework, the

network flow allocation by source nodes is viewed as a plant,

while the changes in link delays introduced by jamming are

modeled as a control input.

We developed a passivity-based approach for selecting a

jamming strategy. Based on the passivity framework, we

derived a class of dynamic jamming strategies that guarantee

convergence to a desired flow allocation. Intuitively, these are

threshold-based strategies in which the adversary begins jam-

ming the network flow on a given link after the flow exceeds

the desired rate. We proved that, in addition to guaranteeing

convergence, these strategies are energy optimal, i.e., if there

exists a jamming strategy with a given power constraint

that results in a desired flow allocation, then a passivity-

based jamming strategy can be derived that satisfies the same

power constraint. We characterized the set of feasible flow

allocations as the solution to a convex optimization problem.

While our approach assumed that the network protocols,

and hence the flow rate dynamics, are known to the ad-

versary, in practice the parameters of higher-layer protocols

may be unknown or uncertain. We will investigate robust

techniques that incorporate these uncertainties while guaran-

teeing convergence to a desired flow allocation. Robustness

of the attack against external disturbances including changes

in network topology will also be analyzed and incorporated.

In future work, we will also investigate efficient mitigation

strategies against flow redirection attack including detection

and identification of colluding nodes and jammers in the

network. We will extend our approach to other denial-of-

service attacks in wired networks including the Coremelt

attack [19].
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