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ThIS INTERfAcE DISPlAyS ThE RANDoMly gENERATED 

NETWoRK AND AlloWS ThE USER To SElEcT NoDES To 

coMPRoMISE BASED oN vARIoUS ATTAcK hEURISTIcS.  

IT DISPlAyS NETWoRK INfoRMATIoN gRAPhIcAlly AND 

TEXTUAlly, ShoWINg ThE PoTENTIAl coMPRoMISINg 

EffEcTS of ThE SElEcTED ATTAcK IN RED AND gIvINg 

ThE NUMBER of coMPRoMISES IN ThE TEXTBoX.  

To establish trust and connectivity in a deployed 
sensor network, each pair of neighboring nodes 
must establish a secure communication link with 
high probability. Due to memory constraints and 
the randomness of node deployment, links are 
constructed using symmetric cryptographic 
keys, which are shared by a potentially large 
number of sensor nodes. The absence of 
tamper-proof hardware may allow a malicious 
adversary to acquire cryptographic keys by 
compromising sensor nodes. hence, a secure 
link between two nodes may be compromised 
independently of either node.

In prior work, researchers analyzed the 
security of key predistribution schemes in 
homogeneous WSNs by computing the average 
fraction of links that remain secure after a given 
number of node compromises. This work models 
node compromise attacks which heuristically 
achieve a similar worst-case quantity with 
respect to various metrics. furthermore, the 
model is generalized to include heterogeneous 
wireless networks.

A simulation toolkit has been developed to 
visualize the structure of WSNs using key 
predistribution. It implements a variety of key 

predistribution schemes, and allows for 
significant variation in network and security 
parameters. Many attack heuristics can 
be utilized, and the effects can be 
qualitatively visualized and quantitatively 
measured on that network.

The implications of this work are two-fold. 
The adversarial model provides a deeper 
understanding of the key predistribution 
security protocols in a realistic setting. The 
simulation toolkit also serves as a visual 
aid and educational tool for understanding 
the structure and vulnerability of wireless 
sensor networks.EE

Wireless sensor networks (WSNs) are becoming a critical component for safety 
monitoring and surveillance systems. For these applications, properties such as 
integrity, confidentiality and availability of sensed data are crucial and require secure 
network protocols to establish trust between individual sensor nodes. However, 
WSNs present unique challenges including resource constraints and scalability 
requirements. This work analyzes and visualizes the structure and vulnerability of 
WSNs where symmetric cryptographic keys are assigned to sensor nodes prior to 
deployment, a solution known as key predistribution.
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